BY ORDER OF THE AIR FORCE INDEX 5
SECRETARY OF THE AIR FORCE 21 AUGUST 1996
PERIOD ENDING 31 JULY 1996

NUMERICAL INDEX OF SPECIALIZED INFORMATION PROTECTION
PUBLICATIONS

NOTICE: This publication is available digitally on the SAF/AAD WWW sdite at: http://afpubs.hg.af.mil. If you lack
access, contact your Publishing Distribution Office (PDO) for the monthly CD-ROM or access to the bulletin board system.
Paper publications will be discontinued in December 1996.

OThis index is a users reference of specialized Information Protection publications. These publications pertain to the
communications security (COMSEC), computer security (COMPUSEC), emission security (EMSEC), and Information
Protection Awareness, Education, and Training programs. Thisindex also lists publications of other organizations, such as
the National Security Agency (NSA), the National Computer Security Center (NCSC), and the National Ingtitute of
Standards and Technology (NIST) that are of interest to persons engaged in Information Protection activities. Unless noted
otherwise, the Air Force Publishing Distribution Center (AFPDC) distributes these publications through its distribution
system to publishing distribution offices (PDO) and users (see AFI 37-161, Distribution Management). PDOs establish
reguirements and requisition these items from the AFPDC in the short title format shown in thisindex. Where source and
ordering information are through other than AF publications distribution channels, that information is indicated as
necessary. New and revised publications will be announced in the Air Force Publishing Bulletin (AFPB). Send comments,
changes, and suggested improvements direct to HQ AFCA/SY SC, 203 W Losey Street Room 2040, Scott AFB IL 62225-
5234.

SUMMARY OF CHANGES

OThis revision updates the title to reflect the technology evolution of Communications-Computer Systems Security to
Information Protection, changes the OPR unit designator from HQ AFC4A to HQ AFCA, provides a World Wide Web
address for accessing certain publications, adds AFLMMs and TCLMMs to the Limited Maintenance Publications section,
and includes a new section to identify obsol ete publications..

O Section A—EMIission Security PUDIICALIONS ..........ooiiiiiiiiie et 2
O Section B—Information Protection PUBIICALIONS ...........cccuviiiiiie ettt et e e 2
Section C—Communications Security Engineering Systems Documents (CSESDS) .......vevevereiieeiieeiieneniee e 4
O Section D—Limited Maintenance PUBIiCALIONS...........ooiciiiiiiiee ettt e et e e e e e e eeannes 5
SECtioN E——Other PUDIICALIONS........uvviiiiieii ittt e e e e et e e e e e e s s eabb b e e e e e e e e s eeaabbaeeeeeeesenanrrreeess 6
Section F—ODSOlEtE PUDIICALIONS .......uvviiiieiiiiciiiieee ettt e e e e et e e e e e e s s ettt reeeeeeessenabbaeeeeaeeeannnees 8

1. Symbols Used:

AFLMM Air Force Limited Maintenance Manual

AFSSI Air Force Systems Security Instruction

AFSSM Air Force Systems Security Memorandum

CSESD Communications Security Engineering Systems Documents (CSESDs)

LMM Limited Maintenance Manual

NOFORN Not Releasable To Foreign Nationals

Supersedes AFINDS5, 18 February 1995. Certified by: HQ AFCA/SY S (Ronald G. Goessman)
OPR: HQ AFCA/SY SC (TSgt Fox) Pages: 9/Distribution:F

Please ” Printed on
Recycle" Recycled Paper
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NSTISS| National Security Telecommunications and Information Systems Security Instruction

NSTISSAM National Security Telecommunications and Information Systems Security Advisory Memorandum
TCLMM Time Compliance Limited Maintenance Manual

O Changed information or new publication issued since last index edition.

FOUO For Official Use Only (See AFI 37-131, Air Force Freedom of Information Act Program

(S or (C) Security classification (see DoD 5200.1-R)

2. Explanation of Distribution Symbols:

F Functional--Customer-user determined requirement. Customer-user and PDOssend  requirements and
requisitions through publishing distribution channels.

3. Revision Dates. Asrequired. Changes are not issued.

O Section A--Emission Security Publications

0 4. Emission Security Publications. These are national-level publications intended for major command use only when
operating in ajoint environment in conjunction with other services. These publications are not available through AFPDC.

To request these publications, submit justification to HQ AFCA/SY SA; 203 W Losey St Rm 2040; Scott AFB IL 62225-
5234.

Short Title Date Title OPR

NSTISSAM/TEMPEST 2-91 20 Dec 91 (C) Compromising Emanations Analysis OAFCA/SYSA
Handbook (U)

NSTISSAM/TEMPEST 1-92 15 Dec 92 (C) Compromising Emanations Laboratory O AFCA/SYSA
Test Requirements, Electromagnetics (U)

NSTISSAM/TEMPEST 2-92 30 Dec 92 Procedures for TEMPEST Zoning O AFCA/SYSA

NSTISSAM/TEMPEST 1-93 30 Aug 93 (C) Compromising Emanations Field Test O AFCA/SYSA
Requirements Electromagnetics (U)

NSTISSAM/TEMPEST 1-95 30 Jan 95 Shielded Enclosures O AFCA/SYSA

NSTISSAM/TEMPEST 2-95 12 Dec 95 Red/Black Installation Guidance O AFCA/SYSA

NSTISSI 7000 29 Nov 93 (C) TEMPEST Countermeasures for O AFCA/SYSA
Facilities (U)

Annex A of NSTISS| 7000 03 Jun 91 S O AFCA/SYSA

Change 1 to Annex A of 17 Sep 91 ©) O AFCA/SYSA

NSTISSI 7000 (Issued via

NSTISSC Memo, Serial:

NSTISSC-054/91

Annex C of NSTISS| 7000 19 Sep 95 (© O AFCA/SYSA

0O Section B - Infor mation Protection Publications

O 5. Information Protection Publications. These publications provide operational and technical direction and
information to persons engaged in Information Protection security activities. They are Air Force Systems Security
Instructions (AFSSIs) and Air Force Systems Security Memorandums (AFSSMs). Some of these documents can be
accessed via the World Wide Web. The address for the AFCA Information Protection Homepage is
http://infosphere.safb.af.mil/users/sysi/public www/. Go to the AFCA Information Protection Homepage and select the
individual discipline Homepage for additional information regarding applicable documents for that discipline.

Short Title Date Title OPR Dist
AFSSI 3000 2 May 92 (FOUQO) Operational Communications Security Doctrine for [AFCA/SYSC F

the Fiber Alarmed Modem Intrusion Detection Optical
Communications System
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Short Title

AFSSI 3001

AFSSI 3002

AFSSI 3003

AFSSI 3004

AFSSI 3005

AFSSI 3006

AFSSI 3007

AFSSI 3008

AFSSI 3009

AFSSI 3010

AFSSI 3011

AFSSI 3012

AFSSI 3013

AFSSI 3014

AFSSI 3015

AFSSI 3016

AFSSI 3017

AFSSI 3018

AFSSI 3019

AFSSI 3020

AFSSI 3021

AFSSI 3022

AFSSI 3023

AFSSI 3024

Date
18 Aug 89
18 Aug 89
1 Aug 91

18 Aug 89

01 Aug 91
01 Nov 91
01 Apr 92

15 Nov 91

22 Nov 91

22 Nov 91
13 Apr 92

20 Dec 91

2 Jan 92
2 Jan 92
23 Aug 90
31 Jul 92

23 Sep 92

10 Aug 92

15 Sep 92

7 Aug 92

3 May 93
20 Aug 92
7 Aug 92

15 Oct 92

Title

(FOUOQ) Operationa Security Doctrine for the Navstar Global
Positioning System (GPS)

(FOUOQ) Operational Doctrine for the KGV-9 Removable Key
Stream Generator Module

(FOUO) Operational Security Doctrine for the KG-66/KG-
66A/SO-66/K GR-66/KGV-68

(FOUO) Operational Doctrine for Thin Line Connectivity
Capability (TLCC) of the Ground Wave Emergency Network
(GWEN) System

(S NOFORN) Operational Security Doctrine for the KY-
65A/75A

(FOUO) Operational Doctrine for KY-57/58, KY-67, and
KYV-2/2A

(FOUOQO) Operational Doctrine for the Secure Telephone Unit
11 (STU-111) Type 1 Terminal

(FOUO) Operational Security Doctrine for Type |
Communications Equipment Containing the Fascinator
Secure Voice Module (SVM)

(FOUQO) Operational Security Doctrine for the Advanced
Narrowband Digital Voice Termina (ANDVT) Tactica
Terminal (TACTERM)

(FOUO) Operational Security Doctrine for the Miniature
Receive Terminal (MRT)

(C) Operational Security Doctrine for the TRI-TAC System
(V)

(FOUO) Operational Doctrine for Safeguarding and Control
of Weapon Storage and Security System Equipment and
Associated Classified Communications Security Items

(C) Interim Operational Security Doctrine for the KG-95
Trunk Encryption Device (TED)

(FOUO) Interim Operational Doctrine for the Motorola
Network Encryption System (NES)

(FOUOQO) Interim Operational Security Doctrine for the Xerox
Encryption Unit (XEU) System

(FOUQO) Interim Operational Security Doctrine for the K-
35/K1-36 (PALA)

(FOUQO) Operational Security Doctrine for Stand-Alone KG-
84, KG-84A, and KG-84C

(FOUO) Interim Operational Security Doctrine for the
BLACKER System SI-112 Key Distribution Center (KDC)
and SI-111 Access Control Center (ACC)

(FOUO) Operational Security Doctrine for the KL-51
(RACE)

(FOUO) Interim Operational Security Doctrine for the Scope
Shield Phase Il Handheld Radios (AN/PRC-134(V)(C) and
AN/PRC-135(V)(C)

(FOUO) Interim Operational Security Doctrine for the
AN/CY Z-10/A Data Transfer Device (DTD)

(FOUO) Interim Operational Security Doctrine for the Wang
Trusted Interface Unit (TI1U-1)

(FOUQO) Interim Operational Security Doctrine for the
AN/PRC-112A(C) Handheld Radio/Transponder

(FOUO) Interim Operational Security Doctrine for the Ultron
SSP-3110 Data Storage Encryptor

OPR

OAFCA/SYSC

OAFCA/SYSC

OAFCA/SYSC

OAFCA/SYSC

OAFCA/SYSC

OAFCA/SYSC

OAFCA/SYSC

OAFCA/SYSC

OAFCA/SYSC

OAFCA/SYSC

OAFCA/SYSC

OAFCA/SYSC

OAFCA/SYSC

OAFCA/SYSC

OAFCA/SYSC

OAFCA/SYSC

OAFCA/SYSC

OAFCA/SYSC

OAFCA/SYSC

OAFCA/SYSC

OAFCA/SYSC

OAFCA/SYSC

OAFCA/SYSC

OAFCA/SYSC



Short Title

AFSSI 3025

AFSSI 3026

AFSSI 3027

AFSSI 3028

AFSSM 4002

AFSSM 4003

AFSSI 4100

UOAFSSI 5001
UOAFSSI 5002
AFSSM 5003
AFSSM 5004
AFSSM 5005
AFSSM 5006

AFSSM 5008
AFSSM 5010
AFSSM 5012
UOAFSSI 5013
AFSSM 5014
AFSSM 5015
AFSSI 5016
AFSSI 5017
AFSSM 5018
AFSSM 5019
UOAFSSI 5020
UOAFSSI 5021
AFSSM 5022
OAFSSM 5023
AFSSM 5025
AFSSM 5026
AFSSI 5100
AFSSI 5101
AFSSI 5102
AFSSI 7000
UOAFSSI 7010
OAFSSM 7011
AFSSI 8500
AFSSM 9001

Date

10 Jan 93

06 Jan 93

03 Jun 93

24 Mar 93

1Jul 89
15 Jul 91

15 Dec 92
22 Jul 96
26 Aug 96
29 Jan 93
1 Mar 91
5 Nov 90
2 Aug 93

16 Jan 90
15 Oct 92
01 Oct 90
01 Jul 96
22 Jan 93
16 Nov 92
29 May 92
1Feb93
1Feb93
1Apr9l
20 Aug 96
15 Aug 96
1 Mar 93
1 Aug 96
1 Mar 93
1 Mar 93
2 Jun 92
15 Oct 92
1 Oct 92
02 Jun 92
01 Jul 96
01 Jul 96
23 Nov 92

11 Sep 92
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Title

(FOUO) Interim Operational Communications Security
Doctrine for the GILLAROO Personal Computer Security
Device (PCSD)

(FOUO) Interim Operational Security Doctrine for the RT-
1523 and Test Doctrine for the RT-1523A Integrated
COMSEC (ICOM) Single Channel Ground/Airborne Radio
Systems (SINCGARS)

(C) Interim AF Operational Security Doctrine for the KOK-
13/TSEC Remote Rekey Equipment (U)

(FOUO) Interim Operational Security Doctrine for the
AN/PRC-117B(C) Full Band Frequency Hopping VHF-FM
Manpack Transceiver With Integrated COMSEC (ICOM)

(C) Advisory Memorandum on TRI-TAC Keying Concepts
(V)

(C) Emergency Destruction of Communications Security
Equipment Elements (U)

(C) Communications Security Program (U)

Security Policy Devel opment Guide

Controlled Access Protection

Designated Approving Authority Guide

MAJCOM Computer Systems Security Manager's Guide

Base Computer Systems Security Officer's Guide

Computer System  Security Officer'ssNetwork — Security
Officer's Guide

(FOUO) Evaluator's Guide

(FOUO) Computer Security in the Acquisition Life Cycle
System Vulnerabilities and Penetration Methods

I dentification and Authentication

Multiuser Security Guide

Protection Techniques Guide

(FOUO) Embedded Computer Systems Security

Deployable Computer Systems Security

Risk Analysis

Computer Security User's Guide

Remanence Security

Vulnerability and Incident Reporting

Network Risk Analysis Guide

Viruses and Other Forms of Malicious Logic

Security Test and Evaluation

Certification Guide

The Air Force Computer Security (COMPUSEC) Program
Computer Security in the Air Force Acquisition Systems
Computer Security (COMPUSEC) for Operational Systems
(FOUQO) The Air Force TEMPEST Program

The Emission Security Assessment

The Emission Security Countermeasures Review

(FOUO) Protected Distribution Systems

Alternatives to National Security Agency (NSA) Developed
Communications Security (COMSEC) Systems

Section C--Communications Security Engineering Systems Documents (CSESD)

6. Communications Security Engineering Systems Documents (CSESD).

OPR

OAFCA/SYSC

OAFCA/SYSC

OAFCA/SYSC

OAFCA/SYSC

OAFCA/SYSC

OAFCA/SYSC

OAFCA/SYSC
AFCA/SYSS

AFCA/SYSS

OAFCA/SYSS
OAFCA/SYSS
OAFCA/SYSS
OAFCA/SYSS

OAFCA/SYSS
OAFCA/SYSS
OAFCA/SYSS
AFCA/SYSS

OAFCA/SYSS
OAFCA/SYSS
OAFCA/SYSS
OAFCA/SYSS
OAFCA/SYSS
OAFCA/SYSS
AFCA/SYSS

AFCA/SYSS

AFCA/SYSS

AFCA/SYSS

OAFCA/SYSS
OAFCA/SYSS
OAFCA/SYSS
OAFCA/SYSS
OAFCA/SYSS
OAFCA/SYSA
AFCA/SYSA

AFCA/SYSA

OAFCA/SYSA
OAFCA/SYSC

Dist

F

T

MTTTTTT

MTTTTMTMTTTTMTTTTMTMTTTTTTTTT

CSESDs provide systems designers with

information to assist in implementing or integrating equipment into systems. They are available on microfiche only and
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may be obtained by submitting a letter request to the following applicable OPRs: SA-ALC/LTMC, 230 Hall Blvd, Suite

114, San Antonio TX 78243-7056 or SA-ALC/LTJY, 250 Hall Blvd, Suite 117, San Antonio TX 78243-7061.

Short Title Date Title OPR
CSESD 1K Jan 83 (SUSUK Only) TSEC/KG-28 SA-ALC/LTIY
CSESD 2M Mar 85 (SUSUK Only) TSEC/KI-23 SA-ALC/LTIY
CSESD 3J Aug 83 (C) TSEC/IKG-45 SA-ALC/ILTMC
CSESD 6H Nov 84 (C) TSEC/KG-30 SA-ALC/ILTMC
CSESD 7L May 84 (SNOFORN) TSEC/KG-29 SA-ALC/LTIY
CSESD 8J Mar 85 (SNOFORN) TSEC/KG-43/44 SA-ALC/LTIY
CSESD 9G Dec 83 (S) TSEC/CI-3 (KG-81) SA-ALC/ILTMC
OCSESD 10L May 91 (SUSUK Only) TSEC/IKG-46, KG-46A, KG-46B SA-ALC/LTIY
CSESD 111 Dec 84 (C) Fill Devices (KYK-13, KY X-15, KOI-18) SA-ALC/ILTMC
OCSESD 121 May 90 (C-NOFORN) KI-1A SA-ALC/ILTMC
OCSESD 133 May 96 (SNOFORN) TSEC/KG-47/77 SA-ALC/LTIY
CSESD 14G Jul 84 (C) TSEC/KY-57/58 SA-ALC/ILTMC
OCSESD 15G Nov 87 (C) TSEC/KY -65/65A/75/75A SA-ALC/ILTMC
CSESD 16A Nov 81 (S) TSEC/IKGV-1 SA-ALC/ILTMC
OCSESD 17D May 85 (SUSUK Only) TSEC/KG-29/KG-57/HS-57 SA-ALC/LTIY
CSESD 18A Mar 82 (C-NOFORN) TSEC/KG-66(E-1) SA-ALC/ILTMC
CSESD 19A Jun 81 (S) TSEC/KIV-12 SA-ALC/ILTMC
CSESD 20C Jun 86 (S) TSEC/KW-46 SA-ALC/ILTMC
CSESD 22D Dec 84 (C-NOFORN) TSEC/KI-45 SA-ALC/ILTMC
CSESD 23C Aug 83 (FOUO) TSEC/CY-104/CY-104A SA-ALC/ILTMC
CSESD 24A Nov 83 (SNOFORN) TSEC/KG-67 SA-ALC/ILTMC
CSESD 25A Jul 84 (SNOFORN) TSEC/KI-35 SA-ALC/LTIY
OCSESD 26B Jun 86 (C) TSEC/KY-71 SA-ALC/ILTMC
OCSESD 29B Dec 87 (C) KG-84/84A SA-ALC/ILTMC
CSESD 30B Jul 86 (SNOFORN) TSEC/KN-2 SA-ALC/ILTMC
CSESD 31A Dec 87 (FOUO) TSEC/HY X-58 SA-ALC/ILTMC
CSESD 32A Apr 87 (SNOFORN) TSEC/KGT-60/KGR-60/KGX-60 and SA-ALC/LTJIY
TSEC/KYK-26
CSESD 33B Dec 86 (FOUO) TSEC/CI-10 Ground  Operating  Equipment, SA-ALC/LTJY
TSEC/KGT-61/TSEC/KGR-61/TSEC/KGT-62/TSEC/KGR-62,
and TSEC/ST-60 (Tester)
CSESD 34A Feb 94 (FOUO) TSEC/KY-99 SA-ALC/ILTMC
CSESD 35B Dec 84 (C-NOFORN) TSEC/KGR-66 SA-ALC/ILTMC
CSESD 36A Aug 88 (SNOFORN) TSEC/CI-14 SA-ALC/LTIY
CSESD 38B Jan 87 (S) TSEC/CI-11 SA-ALC/ILTMC
CSESD 40A Mar 84 (S) TSEC/KG-81 SA-ALC/ILTMC
CSESD 41B Sep 85 (SNOFORN) TSEC/KGV-8 SA-ALC/ILTMC
CSESD 42B Apr 86 (SNOFORN) TSEC/KGV-11 SA-ALC/ILTMC
OCSESD 43A May 90 (SNOFORN) TSEC/KGT/R-111 SA-ALC/ILTMC
CSESD 45B Apr 86 (C-NOFORN) TSEC/KG-66/66A SA-ALC/ILTMC
CSESD 49B Nov 88 (SNOFORN) TSEC/KI-37 SA-ALC/LTIY
CSESD 61B Sep 93 (FOUO) TSEC/IKG-95 SA-ALC/ILTMC
OCSESD 62A May 96 (SNOFORN) KG-77/77AI77B SA-ALC/LTIY
CSESD 69A Oct 93 (FOUO) ANCY Z-21 Caneware SA-ALC/ILTMC
CSESD 71A Jan 96 (FOUO) KY-99A SA-ALC/ILTMC

OSection D--Limited M aintenance Publications

5

07. Limited Maintenance Publications. Limited Maintenance Manuals (LMMs) are published by NSA and distributed
by SA-ALC/LTMCT. They are Unclassified, For Official Use Only, and provide limited maintenance instructions,
operating instructions, principles of operation, and parts information.

In some instances, LMMs will replace limited
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maintenance KAMs. AFLMMs are Limited Maintenance Manuals that contain Air Force unique information. TCLMMs
contain the modification instructions to implement an NSA-directed modification within the Air Force. LMMs, AFLMMs,
and TCLMMs are published and distributed by SA-ALC/LTMCT. Submit requests for information on or copies of these
publicationsto SA-ALC/LTMCT by either:

Telephone: DSN 969-2116
Letter: SA-ALC/LTMCT

230 Hall Blvd, Suite 114

San Antonio TX 78243-7056
Message: DIR CRYPTO MGT KELLY AFB TX//ILTMCT//
E-Mail: Itmctech@sadis05.kelly.af .mil
[tmctech@sadis05.kelly.af.mil

Short Title Date Equipment
LMM-1B Nov 92 KG-40A
LMM-2A Jun 92 KG-84C
LMM-5A Jun 92 KG-84A
Draft LMM-8A Jan 92 AN/CYZ-10/10A
LMM-9B Aug 95 KY-99
LMM-12A Mar 93 KG-95
OAFLMM-601 Jun 95 AN/USC-43(V)1 - AN/USC-43(V)6 (ANDVT)
OAFLMM-602 May 96 SVPA(V)1 (ANDVT)
OTCLMM 1-1A Mar 94 Modification 1 to TSEC/KGX-40/40A Implementation Instructions for
(KGX) Placement of a Caution Label to the KGX-40/40A
OTCLMM 2-1A Feb 94 Modification 1 to TSEC/KG-84C Implementation Instructions for Modifying
the KG-84C for the Condition Data Strap
OTCLMM 5-1A Feb 94 Modification 1 to TSEC/KG-84A Implementation Instructions for Modifying
the KG-84A to Improve the Power on Reset
OTCLMM 5-2A Feb 94 Modification 2 to TSEC/KG-84A Implementation Instructions for Modifying
the KG-84A to Correct +6VDC Black Power Supply
OTCLMM 5-3A Feb 94 Modification 3 to TSEC/KG-84A Implementation Instructions for Modifying

the KG-84A for Redistribution of Power to Integrated Circuits
Section E--Other Publications

08. The National Computer Security Center (NCSC) Series. This series, commonly called the Rainbow Series,
provides guidelines and good practices in the use of Automated Information Systems (AIS) employed or processing
classified or other sensitive information. To order the Rainbow Series, write or call:

NCSC

INFOSEC Awareness Division

Attn: X711/IACC

9800 Savage Road

Ft George G. Meade MD 20755-6000
Telephone: (301) 766-8729
Superintendent of Documents

U.S. Government Printing Office
Washington, DC 20402

GPO Order Desk (202) 783-3238

9. The Computer Systems Laboratory (CSL). CSL is responsible for developing standards, providing technical
assistance, and conducting research for computers and related systems. CSL's activities provide technical support to
government and industry in the effective, safe, and economical use of computers. CSL'swork is mandated under the Brooks
Act (P.L. 89-306) and the Computer Security Act of 1987 (P.L. 100-235). The Computer Security Publications NIST
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Publication List 91 identifies the source, price, and order number for CSL publications. This NIST Publication List 91 is
available from the Government Printing Office (GPO) or the electronic bulletin board system (BBS).

9.1. Accessing the BBS requires a standard ASCII terminal or personal computer with serial communications capability.
The terminal must be set up for the following communications parameters:

Modem Baud Rate: 2400, 1200, or 33 - dial (301) 948-5717

Modem Baud Rate: 9600 - dial (301) 948-5140
Data Bits: 8/with no parity or 7/even parity
Stop Bits: 1

9.1.1. -Dial and wait for the system to answer. If thelineisbusy or is not answered in two rings, hang up and try again.
9.1.2. After the CONNECT message is displayed, the system begins a simple log-on dialogue. Use your real name when
you log on. You may be asked to answer a questionnaire.

9.1.3. -The BBS provides you with on-line help and various choices of menus. As a first-time user, you should read the
various bulletins that are available.

9.1.4. -If you are using a personal computer, you may download any file without restriction.

9.2. The BBSis available 24 hours a day. Each user has a maximum time limit of 70 minutes a day, 60 minutes on one
cal.

9.3. Internet Access. To access the BBS via Internet, use the telnet command, for example:

Type 'telnet cs-bbs.nist.gov' or 'telnet 129.6.54.30'.
To download BBSfiles, Internet users need to use ftp as follows:

Type 'ftp csre.nist.gov' or 'ftp 129.6.54.11".
Log in to account anonymous, using your Internet address as the password.
BBSfiles are located in directory bbs.

9.4 Gopher Access. Telenet to the NIST Gopher:

Type 'telnet gopher.nist.gov' or 'telnet 129.6.2.2'
Log in Gopher

9.5 The following CSL publications are available through the Government Printing Office (GPO) and the National
Technical Information Service (NTIS) asindicated. Orders for specific CSL publications should include title of publication,
NIST publication number (SPEC PUB 000, NISTIR 000, etc.) and GPO or NTIS number as indicated in the Computer
Security Publications NIST Publication List 91 document. Prices are subject to change without notice.

[J10. Special Publications and Other Reports. These publications present the results of CSL studies, investigations, and
research on computer security and risk management issues. Special Publications (SPEC PUB) present documents of general
interest to the computer security community. NIST Internal Reports (NISTIR) describe CSL research of a technical nature
of interest to a specialized audience. Publications are sold by either the Government Printing Office or the National
Technical Information Service. Addresses and telephone numbers for ordering are:

Superintendent of Documents
U.S. Government Printing Office
Washington DC 20402

GPO Order Desk: (202) 783-3238

National Technical Information Service
U.S. Department of Commerce

5285 Port Royal Road

Springfield VA 22161

NTIS Orders. (703) 487-4650
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011. Federal Information Processing Standards Publications (FIPS PUBS) are developed by the Computer Systems
Laboratory (CSL) and issued under the provisions of the Federal Property and Administrative Services Act of 1949, as
amended by the Computer Security Act of 1987 (Public Law 100-235) FIPS PUBS are sold by the National Technical
Information Service (NTIS), U.S. Department of Commerce. A list of current FIPS covering all CSL program aress is
available from:

Standards Processing Coordinator (ADP)
Computer Systems Laboratory

Technology Building B-64

National Institute of Standards and Technol ogy
Gaithersburg MD 20899-0001

Telephone: (301) 975-2817

Facsimile: (301) 948-1784

Internet: cert.sei.cmu.edu

12. CSL Bulletins. CSL Bulletins are published by NIST's Computer Systems Laboratory. Each bulletin presents an in-
depth discussion of a single topic of significant interest to the information systems community. To receive a specific
bulletin or to be placed on amailing list to receive future bulletins, send your name, organization, and mailing address to:

CSL Publications

National Institute of Standards and Technol ogy
Technology Building B151

Gaithersburg MD 20899-0001

Telephone: (301) 975-2821

Facsimile: (301) 948-1784

[J13. NSA Information Systems Security Products and Services Catalogue. This catalogue includes lists of information
systems security products and services that have either been evaluated against established standards, or been endorsed by
NSA as having met the requirements and standards set for these products by the government. The catalogue includes the
Endorsed Cryptographic Products List, Multilevel Information Systems Security Initiative (MISSI) Products List, NSA
Endorsed Data Encryption Standard (DES) Products List, Protected Network Services List, NSA Degausser Products List,
Off-Line Systems, Evaluated Products List for Trusted Computer Systems, Preferred Products List, The Endorsed
TEMPEST Products List, Endorsed TEMPEST Test Services List, and Approved Destruction Products List. Send requests
for yearly subscriptions to:

Superintendent of Documents

U.S. Government Printing Office
Washington DC 20402

Telephone Orders: (202) 512-1800

O Section F--Obsolete Publications

Short Title Date Disposition

OAFSS| 4006 02 Jan 92 Superseded by AFI 33-212 20 Mar 95
OAFSS! 4007 02 Jan 92 Superseded by AFI 33-215 18 Nov 94
OAFSS| 4008 03 Feb 92 Rescinded

OAFSS! 4009 02 Jun 92 Superseded by AFI 33-213 30 Mar 95
OAFSSM 4200 25 Jan 93 Superseded by AFMAN 33-272 20 Sep %4
OAFSSI 4300 15 Sep 92 Superseded by AFI 33-216 1 Oct 95
OAFSS| 5001 15 Mar 93 Superseded by AFSS| 5001 22 Jul 96
OAFSS| 5007 22 Jun 92 Superseded by AFSS| 5002 26 Aug 96
OAFSS| 5013 15 Mar 93 Superseded by AFSS| 5013 1 Jul 96
OAFSSI 5020 15 Apr 91 Superseded by AFSS| 5020 20 Aug 96
OAFSS| 5021 10 Feb 93 Superseded by AFSSI 5021 15 Aug 96

UOAFSSI 7001 08 Feb 93 Superseded by AFSSI 7010 1 Jul 96
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OAFSSI 7002
OAFSS| 7003
Short Title

UOAFSSI 7005
UAFSSI 7006
UOAFSSI 7007
UOAFSSI 8200
UOAFSSI 9100
UOCSESD 13l
ULMM-9A

27 Sep 93
22 Jan 93
Date

22 Jan 93
02 Jun 92
15 Mar 93
18 Dec 92
01 Mar 93
Dec 91

Mar 92

Superseded by AFSSM 7011
Superseded by AFSSM 7011
Disposition

Superseded by AFSSM 7011
Superseded by AFMAN 33-272
Superseded by AFMAN 33-271
Superseded by AFI 33-217
Superseded by AFI 33-204
Superseded by CSESD 13J
Superseded by LMM-9B

1 Jul 96
1 Jul 96

1 Jul 96
20 Sep 94
26 Sep 94
28 Apr 95
15 Dec 94
May 96
Aug 95

RONALD G. GOESSMAN

Chief, Information Protection Division
Directorate of Systems and Procedures



